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Current Landscape
• EU Data Strategy aims to make the EU a leader in a data-driven society. Creating a single market for data will 

allow it to flow freely within the EU and across sectors for the benefit of businesses, researchers and public 
administrations

• UK National Data Strategy is an ambitious, pro-growth strategy that drives the UK in building a world-leading 
data economy while ensuring public trust in data use

• China National Data Strategy – a state led toward a data driven digital socialist market economy

• Data powers both algorithms and analytics

• Algorithms can be emulated; analytics can be redesigned;  data can’t be invented

• A company’s data can be worth more than its market capitalisation e.g. two airlines secured a loan using 
customer data worth more than the company

• Global accounting standards don’t recognise the value of data as an asset until bankruptcy – needs updating

• Data treated as an asset, but not recognised on the balance sheet



Current Landscape
• Digital economy is the size of the GDP of a G7 country and growth is 6x faster than major emerging markets.

• Cross-border data flows added $2.8 trillion (or 3.5%) to world GDP in 2014, surpassing the impact of the 
global goods trade and 75% of the value accrued to traditional industries.

• The world's data is expected to grow 61% to 175 zettabytes by 2025

• Global shift from industrial to digital based economy

• 4th industrial revolution (technology), 5th industrial revolution (smart society)



Data Challenges
• Data localisation

• 2/3 world has Privacy laws and growing

• Data transfer restrictions

• Digitisation and Digital Transformation - Pandemic multiplier 

• Compliance and Culture



Trends
• Cyber threats

• Artificial Intelligence

• Ethics

• Cloud and Edge and Internet of Things

• Quantum computing

• Metaverse – virtual vs physical world realities

• Virtual + physical = mixed reality

• Data in all forms – written, audio, video, meta etc.



Financial crime is a global issue: 
Cost of Financial Crime

• Proceeds estimated up to $2.1 trillion

• But less than 1% of laundered money is recovered

• Corruption estimated up to $2 trillion

• Tax evasion up to $3.1 trillion

• Company impact estimated $1.45 trillion lost aggregated turnover



Financial crime is a global issue: Social 
Impact
• Modern slavery higher than ever estimated 40 million

• Human trafficking estimated to generate $150 billion

• Green Crime estimated $257 billion

• Wildlife trafficking ranks 4/5 most lucrative illicit activities in the world



EU AML Reform
• EU AML/CFT Reform Package, 20 July 2021

• The package includes:

• The creation of a new EU AML/CFT authority

• EU single rulebook for AML/CFT

• A Sixth AML Directive

• Full application of the EU AML/CFT rules to crypto-currencies





Privacy Issues
• Basis for processing of personal data, special category data and criminal record data

• International transfer challenges – localisation & Schrems II

• Data minimisation vs data maximisation tension

• MLRO and DPO need to be in sync



EDPS Opinion on new EU AML Strategy
• Welcomes aim to increase effectiveness of AML/CFT via greater harmonisation of rules and supervision and 

risk-based approach

• Recommends and observes:
• Need to identify the categories of personal data to be processed
• Conditions and limits for processing of special categories of personal data and criminal 

convictions/offences
• Personal data related to sexual orientation or ethnic origin should not be allowed
• Beneficial ownership list to be exhaustive, purposes of access limited to AML/CFT by competent 

authorities and obliged entities (separate rules for NGO and other entity access)
• FIU access to data to be exhaustively set out
• Preference for “investigation-based” rather than “intelligence-based” more consistent with 

proportionality and purpose limitation principles
• Storage limitation period for central AML/CFT databased
• Sources of information and watchlist usage to be limited i.e. high risk only



Where to from here?
• What is the future of public private partnerships?

• Will a risk based rather than an intelligence led approach be sufficiently effective?

• How will privacy requirements support AML/CFT objectives?

• Can privacy enhancing technologies help address privacy concerns?

• How will the proposed EU AI Regulation, with the restrictions on high risk processing, impact the EU AML 
Action Plan?

• Should the AML/CFT approach be proactive or reactive?

• Will the new legislation and bodies be sufficiently agile to pivot to address new areas of AML/CFT e.g. 
environmental and wildlife crime?

• Does AML/CFT need to focus “upstream” or continue to address the current areas of focus?



Back to data …
• How do organisations view data today, and what should they be thinking of for tomorrow?

• What do you know about the data your organisation holds?

• What are the opportunities and challenges that data poses for your organisation?

• Is data still siloed in your organisation?  How is this a “risk multiplier”?

• Who is responsible for data strategy?

• Why do you think data is important for your organisation?

• What do you see as your role in relation to data?



A.I. - How Will it Impact
Compliance?
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The 2 most frequently asked 

questions about AI
When are they coming 

to take my job?

When are they coming to 

murder me in my bed



What is Artificial Intelligence (AI)?
Artificial intelligence (AI) refers to the theory and 

development of computer systems able to 

perform tasks that mimic human intelligence, 

such as visual perception, speech recognition, 

decision-making, and translation between 

languages and making decisions based on data.

The area of computer science devoted to 

creating machines that can engage in 

behaviour that humans consider intelligent

What is AI important?
Artificial intelligence (AI) releases the productive 

power of machines to exceed human capability.



The Artificial Intelligence process – how it works

AI requires data (inputs) and processes to make decisions.

AI machines gather 

and process data.

AI gathers the 

outcomes of the 

action and updates 

AI executes the  

decision and performs 

an action

AI “weigh up” the 

data and comes to a 

decision. 

AI is not (yet) Intelligent



Cognitive technologies 
powered by AI

COMPUTER 
VISION

SEARCH & KNOWLEDGE 
MANAGEMENT

VOICE 
RECOGNITION

ROBOTICS & RPA

NATURAL LANGUAGE 
PROCESSING

FORECASTING &
PLANNING 

MACHINE 
LEARNING

OPTIMISATION



AI in AML\KYC

Reduced manual effort & costs

Increased effectiveness



AI in unstructured data 
governance

Increased coverage and accuracy

Automation



Proposed EU AI Regulation – Ethics in AI
On 21 April 2021, the European Commission (the "Commission") published its 

proposal for a Regulation on Artificial Intelligence (the "AI Regulation")

EU’s

Trustworthy

AI

1. Human agency and 
oversight

2. Robustness and safety

3 Privacy and data 
governance

4. Transparency

5. Diversity, non-
discrimination and fairness

6. Societal and 
environmental wellbeing

7. Accountability



Cryptocurrency, Illicit
Activity & Investigative

Methods
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Who is Old Enough to Remember Saying

“I’m Not Getting into a Stranger’s 
Car, in a City I’ve Never been to 
before, and be driven to the Airport, 
Conference, Dinner, etc?”



The World’s Largest Taxi Company



Who is Old Enough to Remember Saying…

“I’m Not Staying in Some Stranger’s 
House/Apartment, in a City I’ve 
Never been to before?”



World’s Largest Accommodation Provider



Which Company is the 
World’s Largest Media 
Outlet…But Creates No 
Content?





Which Company is the 
World’s Largest Shopping 
Portal…But Owns No 
Inventory?





What do these companies have in common?



These are all peer-to-peer systems

• Facebook is the world’s largest media outlet creates no content

• Alibaba, the world’s largest shopping portal has no inventory

• Airbnb, the world’s largest accommodation provider owns no 
real estate.

• Uber, the world’s largest taxi company owns no vehicles



Cryptocurrency

Bitcoin, and blockchain create P2P 
for finance, contracts, etc.  
Decentralized Finance – financial 
transactions without banks.



William Callahan
Director of Government & Strategic Affairs
Blockchain Intelligence Group (BIG)
Email: william.callahan@blockchaingroup.io
LinkedIn: https://www.linkedin.com/in/william-callahan-45877aaa
Twitter: https://twitter.com/WJCallahan3
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Goals for 
Today

• Provide some basic fundamental
understanding of Cryptocurrency, 
Blockchain, Distributed Ledger 
Technology (DLT) and basic 
investigative techniques.



Virtual Currency



Virtual Currency

What is it?

Digital payment system

Perception of Elevated levels of confidentiality

Entrenched in both domestic and international 
commerce

Over 6,000 cryptocurrencies

Highly Volitale 



What is Virtual Currency 
(aka Digital Assets)?

• Virtual currency is a digital 
representation of value that can be 
digitally traded and functions as

• a medium of exchange; and/or

• a unit of account; and/or

• a store of value, but does not have 
legal tender status (i.e., when 
tendered to a creditor, is a valid and 
legal offer of payment) in any 
jurisdiction.



What is Virtual Currency 
(aka Digital Assets)?

It is neither issued nor 
guaranteed by any 
jurisdiction, and fulfils the 
above functions only by 
agreement within the 
community of users of the 
currency.



What is Virtual 
Currency (aka 
Digital Assets)?

Virtual currency is 
distinguished from Fiat 
Currency (a.k.a. “real 
currency,” “real money,” or 
“national currency”), which is 
the coin and paper money of 
a country that is designated 
as its legal tender.



What is Virtual 
Currency (aka 
Digital Assets)?

Virtual currencies are 
issued by private 
developers.



Two Types of Virtual Currency

Centralized Decentralized



Virtual Currency

Centralized Decentralized



Cryptocurrencies 
are decentralized 
and distributed

Cryptocurrencies use a 
network of connected 
nodes, or volunteer 
computers, to broadcast 
transactions and record 
transactions. The nodes are 
independent of each other. 
Meaning no one country, 
business or person owns a 
majority of the nodes.



Not All 
Cryptocurrencies 
Do The Same 
Thing?



Store of Value 
Cryptocurrency

Bitcoin – a type of digital currency in which 
encryption techniques are used to regulate 
the generation of units of currency and verify 
the transfer of funds.



Digital Currency

Facebook Libra’s mission is to act as a 
simple global currency that empowers 
billions of people. Libra will be built on a 
secure, reliable, and scalable blockchain. It 
will also be backed by a reserve of assets to 
give the coin its intrinsic value. Libra 
promises to be stable over time due to it 
being backed by a reserve of low-volatility 
assets. 



Utility Token

Ethereum - an open-
source, public, 
blockchain-based 
distributed computing 
platform and operating 
system featuring smart 
contract functionality. 
Many digital tokens and 
assets are based on ETH 
and ERC-20 contracts.



Security Token

• A security token is a crypto 
token that can obtain its value 
from a tradable and external 
asset or is supported by an 
asset with security like 
features.



What is Bitcoin?

• Designed as a peer-to-peer (P2P) value transmission 
system based on cryptography - a currency

• Eliminates the need for a centralized third party (Federal 
Reserve, financial institution)

• Not good or evil, just another ‘format’ for value transfer
• Pseudonymous vs anonymous

• Can be used in true P2P or through online wallet service 
(Coinbase, eToro, BitFlyer, Kraken, etc.)

• No one owns (true p2p),  transaction fees with 
exchanges.

• Fees may be required by network.  Ethereum very expensive 
currently.

• Push system, irreversible



Satsohi Nakamoto

Satoshi Nakamoto is the name used by the 
presumed pseudonymous person or 
persons who developed bitcoin, authored 
the bitcoin white paper, and created and 
deployed bitcoin's original reference 
implementation. Nakamoto also devised 
the first blockchain database. In the 
process, Nakamoto was the first to solve the 
double-spending problem for digital 
currency using a peer-to-peer network. 



Blockchain = Public Ledger



What is Blockchain?

• A type of distributed ledger consisting of blocks of data.  
Each block is connected to the next block using a 
cryptographic hash referencing the previous block.   



The Blockchain 
Never Forgets



Cryptography

• Cryptocurrency are digital assets that are confirmed on a 
blockchain using cryptography.  

• They are called cryptocurrencies because they use 
cryptography that has been proven to be impenetrable

• Cryptocurrencies are not secured by people or trust, but by 
math. (Trustless)



Bitcoin: A Peer-
to-Peer Electronic 
Cash System

• How do you prevent someone 
from spending a bitcoin multiple 
times?

• “The Double Spend Problem”

• Use digital signatures, form a 
record that can not be changed

• Voluntary nodes

• 51% are working correctly to 
confirm transaction 



Cryptocurrency 
Mining

Bitcoin mining is the process of 
adding transaction records 
to Bitcoin's public ledger of past 
transactions or blockchain. This 
ledger of past transactions is 
called the block chain as it is a 
chain of blocks.



Mining & Validation

• Bitcoin ‘Miners’ operate computers and BTC software that are part of 
the transaction validation process 

• P2P  BTC transaction initiated  (Ex. John sends Doug one bitcoin)
1. Cryptographic problem transmitted to miners (billions hash 

computations/sec)

2. Once 1st miner solves the problem (proof of work), trans to other miners 
(date/time) to verify

3. Transaction is validated by consensus (while eliminating the need for third 
party validation).  Permanent & Irreversible .  Transaction visible in near real-
time.  Blocks resolve roughly every ten minutes..

4. Transactions fully validated within approximately two hours.



Mining & Validation

• ‘Winning’ miner is rewarded with newly created BTC – the mining 
function

• 21 million BTC limit and created at pre-determined rate (halved 
every 210,000 blocks)

• Cryptographic problems get more difficult as BTC is mined

• Inflationary control

• Currently, between 160-180 million terahashes (trillion) 
computations/sec in computational power mining BTC  (160-180 
quintillion per second worldwide)

• Bitcoin mining consumes one-half percent of worldwide energy.  
The network consumes the equivalent of the amount of power 
generated by 8-9 nuclear plants.





The key distinction between 
a hot and cold wallet is that 
hot wallets are connected to 

the internet, while cold 
wallets are not.



Example of a Bitcoin Wallet



Bitcoin wallet addresses always start 
with a “1”, “3”, or “bc1”, making 
them easily distinguishable from 
public keys and private keys. Bitcoin 
public keys and addresses are 
presented in various formats.



What’s the Big Deal?

• BTC, in current form, can be more efficient than current financial solutions 
because the centralized 3rd party is eliminated

• Blockchain can create trust between two parties (or more) who do not 
know each other.

• Blockchain works well for financial transactions, but potentially for any 
situation in which the need for a 3rd party is not ideal (smart contracts).

• Legal documents/agreements, voting, authentication, doc storage, supply chain

• Can work well for merchants without volatility risk
• Instant currency conversion, no chargebacks

• Increasing number of merchants like Overstock, Home Depot, Starbucks and AirBnB.



Travel Rule

The Travel Rule is the 
common name for FATF 
Recommendation #16 on 
combating money 
laundering. It requires both 
financial institutions and 
crypto companies—otherwise 
known as Virtual Asset Service 
Providers (VASPs)—to collect 
personal data on participants 
in transactions exceeding 
1,000 USD/EUR.



AML Considerations

• Dark Net / Dark Market
• Accessible only through TOR (The Onion Router) which 

anonymizes users web activity by utilizing multiple proxy servers

• Bounces from many different servers in different countries

• BTC has been popular in the dark market where many illegal 
items are sold including compromised credit card data

• Push system, irreversible, instant, no chargebacks (unlike credit 
cards)

• Crypto currencies can be pushed through tumblers that co-mingle 
currency making it more difficult to track through the blockchain

• In the U.S., online currency exchanges like Coinbase and Bitstamp
are required to register as MSBs and follow AML rules

• FATF Travel Rule was supposed to apply to all VASPs as of 2020.



Cryptocurrency Frauds and Scams

• Fake Investments
• IPO vs. ICO

• Mining Scams

• Fake Bounty and Airdrop Giveaways
• Social Media Influencers and Celebrities 

• Crypto Pump and Dump Scams

• Fake Crypto Exchanges

• Blackmailing Scams

• Romance Scams

• Ransomware



Fake Investments

• Shit coin refers to fake cryptocurrency 
coins, or tokens with no potential for the 
long term value. This type of 
cryptocurrency scam tries to convince an 
investor of the benefits of a relatively 
unknown coin, asking him to buy the fake 
project with the promise that it will be 
worth more in due time.



IPO vs. ICO Initial Public Offering

Process through which a 
private corporation is 
listed as a public
corporation by offering its 
stock to the general 
public.

Registered broker 
performs DD.

Disclosures

No track record

Initial Coin Offering

Investors generally do not 
receive ownership shares 
in a company, but rather 
digital tokens to be used 
within the boundaries of 
the platform.

Little to no regulation

Track record of earnings 
required



Mining 
Cryptocurrency Scams

• Cryptocurrency mining is a specialized 
crypto activity and requires a huge 
involvement of financed funds for mining 
equipment.  Scammers claim to offer a 
fixed return for investing in their mining 
programs or platforms.  Scammer resort to 
use edited images, promises of big profits, 
and fake testimonials to convince victimo 
part with your fiat or cryptocurrency.



Fake Bounty and Airdrop Giveaways

A classic example is the fake ‘5000 
BTC Binance Giveaway’ – where the 
perpetrators created fake social 
media profiles and web links, asking 
users to join with a promise to get a 
part of the 5000 BTC available for 
grabs.
Victims will be asked for some crypto 
deposit, before being eligible to win 
in the giveaway, or the victim may be 
asked to register on a clone platform,  
as the scammer tries to steal your 
log in, or data details for later access 
through phishing.







Crypto Pump and Dump 
Scams

• Usually happen to cryptocurrency traders 
(retail vs. institutional), when new crypto-coins 
are freshly introduced into the market.  Lack 
the basic features that determines the value.

• The people behind such crypto projects may 
use FUDs, or controversies to push the price of 
the cryptocurrency high, so their own 
investment can increase.

• As soon as people starts buying and the price 
spokes, the scammers start selling their own 
stakes in the project and the price will fall 
drastically to almost know value.

• Lack of research and FOMO.



Fake Crypto 
Exchanges

Scammers set up fake cryptocurrency 
exchanges.

These fake exchanges may trick users by 
offering extremely competitive prices 
that attract them into thinking they got a 
very cheap transaction fees, quick easy 
access.

Be sure to use a reputable exchange 
when buying or selling cryptocurrency



Blackmailing Scams

Blackmail attempts in which strangers threaten you in 
exchange for bitcoin as a means of extortion.  Usually by 
email, where the sender transmits a message claiming that 
he/she hacked into your computer and is operating it via 
remote desktop protocol (RDP) and a Virtual Private Network 
(VPN).

The sender says that a key logger has been installed and that 
your web cam was used to record you doing something you 
may not want others to know about.

The sender provides two options – send BTC to suppress the 
material, or send nothing and see content sent to your email 
contacts and spread across your social networks.

Scammers use stolen email lists and other leaked user 
information to mass-mail thousands of individuals.



Phishing and Spear Phishing

Scam is an advanced model which employs 
tools and behavioral predictability of the 
victim.

For e-mail phishing, they try to get access to 
your security passwords, or wallet by sending 
clone links of websites or infiltrating your 
PC/device through malware.

They usually send out mail to their victims –
telling them that their investments account 
have been tampered, and they should reset 
their password(s).

“Your blockchain wallet password is 
under review, click here blocchain.com 
to reset password.”



Romance Scams

• A Romance Scam is a confidence 
trick involving feigning romantic 
intentions towards a victim, gaining 
their affection, and then using that 
goodwill to get the victim to send 
money, fiat or crypto, to the 
scammer under false pretenses or to 
commit fraud against the victim. 
These scams are often perpetrated 
by organized criminal gangs, 
targeting multiple victims at a time



Ransomware

• A type of malicious software 
designed to block access to a 
computer system until a sum of 
money is paid.



          

            

     





Cryptocurrency & Blockchain

OSINT



OSINT Resources
Name: OXT
Website: https://oxt.me/
Currency: BTC
Example: https://oxt.me/address/1NDyJtNTjmwk5xPNhjgAMu4HDHigtobu1s



OSINT Resources
Name: Wallet Explorer
Website: https://www.walletexplorer.com
Currency: BTC
Example: https://www.walletexplorer.com/address/1Q5MK5UXBZpnTcYodak8N6VsgK7P1paDXF



OSINT Resources
Name: Etherscan
Website: etherscan.io
Currency: ETH
Example: https://etherscan.io/address/0xf5bec430576ff1b82e44ddb5a1c93f6f9d0884f3



OSINT Resources
Name: Etherscan
Website: etherscan.io
Currency: ETH
Example: https://etherscan.io/address/0xf5bec430576ff1b82e44ddb5a1c93f6f9d0884f3



Cryptocurrency & Blockchain

Forensic Tools



          

            

     



PolyNetwork Hack

Series of events on the Ethereum Blockchain:

The graph above shows the transaction between Hoo exchange and the hacker. On 

Aug 9, 2021, The PolyNetwork hacker withdrew 0.47 ETH from Hoo.com 

(Exchange), 
Which was used to pay gas fees for the transaction associated with the hack.

The graph shows the token 

transfers to PolyNetwork hacker’s 
address

          

            

     



          

            

     

All transactions between Poly Network and the Hacker 



Messages between Poly Network and the Hacker:

The Poly Network has been actively sending messages to the hacker using ‘0x0e860f44d73f9fdbaf5e9b19afc554bf3c8e8a57’ address on the 
Ethereum network.

These are some of the messages which weren’t encrypted.

          

            

     

Poly Network

https://etherscan.io/tx/0xf6488e1efacd9c280eb91133d04ba357beca8016df8b0b0524b9a2e207b2ad7f
https://etherscan.io/tx/0xe72e56fa6392b5cae82997aa24d3b668b8a0fba04afb543ea4e7f50295d439d2


Some encrypted messages between Poly Network and the hacker

https://etherscan.io/tx/0x64c237d37a39662c8386a6f4893c5852486c3d1bbc68605465c603061ddf7d13 

https://etherscan.io/tx/0x76c8bb50b66b9c21655c2379ebd023100aec3df551dffbb8c33ee11764b10544 
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Certified 
Cryptocurrency 

Investigator 
(CCI)

Module 1

Introduction to Cryptocurrency covers the basics of fiat and 
cryptocurrencies and how it can be used in both legitimate and 
illicit activities.

Module 2

The Bitcoin Trail delves into cryptocurrency mining, common 
criminal schemes where bitcoin is used.

Module 3

The Dark Web gives an overview of the part of the internet 
commonly used by criminals and their criminal enterprises.

Module 4

Cryptocurrency and the Criminal Element reveals the criminal 
element of cryptocurrency and how to identify and track

Module 5

Blockchain Forensics deepens understanding of the intricacies of 
blockchain and explores analytical tools for investigating crypto 
crimes.



Global CCI Community

20% Discount Code for the 5-
Module CCI Training Program

Use Code “ACOI20”
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Thank you attending the 
ACOI 2021 Annual Conference

From Tiger to Crisis to Recovery & Beyond - the future evolution of Compliance
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